
Contents The Australian Prudential Regulation Authority 
(APRA) has introduced capital reforms that aim to 
align with the BCBS’s �nalised Basel III revisions 
(informally known as Basel IV). These reforms  
introduce major revisions to the prudential and 
reporting standards for capital adequacy in 
Australia. 
 
The industry has been abuzz with discussions 
around the impact of Basel IV on a bank’s 
performance, strategy, �nancial stability, risk 
management, capital adequacy, and its internal 
operations and business process. Along with the 
Basel IV revisions, recent changes were also 
introduced as a result of APRA's new data 
collection platform APRA Connect and ad-hoc 
return requirements due to the COVID-19 
pandemic.
 
This whitepaper focuses on the implications of 
these signi�cant changes on a bank's IT 
infrastructure and how the latest technologies 
can address these new challenges. 
 

BASEL IV IMPLICATIONS 

TECHNOLOGY 
CONSIDERATIONS

MOVING FORWARD: 
BUILD VS BUY

IT considerations 
for BASEL IV

www.regcentric.com

Delivering frinctionless solutions to the �nancial services industry

1

5

7



Basel IV touches on all aspects of the Basel 
framework including capital adequacy (credit risk, 
market risk, operational risk), liquidity risk and 
interest rate risk. Arguably, the most signi�cant 
and immediate change for most Australian banks 
concerns credit risk. The revised APS 112 
(Standardised Approach to credit risk) introduces a 
comprehensive set of new asset classes and 
revised conditions resulting in a more granular and 
risk sensitive segmentation. Asset classes under 
the Residential, Commercial Property, Leases and 
Default exposures, to name a few, have all been 
updated. As a result, banks would have to tap into 
more granular data sources as well as revise their 
existing process and logic to derive segmentation. 
 
Major revisions are also introduced across other 
returns such as APS 117 (Interest rate risk in the 
banking book), which would entail detailed 
reporting and scenario analysis, and APS 116 
(Market Risk) which introduces a standardised 
model for market risk that is closer to the internal 
model approach. 
 
Banks under the internal model approach would 
be doubly affected by these changes as APRA 
intends to implement the Basel IV capital �oor that 
limits the capital bene�t available to IRB banks to 
no more than 72.5 per cent of the RWA outcome 
under the standardised approach. This poses 
signi�cant impact on IRB banks affecting not only 
their business model and strategy but also their 
reporting operations as they are now expected to 
calculate both IRB and standardised approach to 
derive capital adequacy.
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Basel IV introduces 
new asset classes and 
revised conditions 
resulting in a more 
granular and risk 
sensitive segmentation.

Increased complexity Overall, the introduced complexity in calculations 
will require banks to revisit their existing 
infrastructure and gauge their capability and 
capacity to perform these calculations correctly 
and in a timely manner.
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Increased calculation demands

Reporting requirements have evolved from a static 
business-as-usual view of a bank’s performance to 
a dynamic analytical view under various macro-
economic scenarios. An example of a regulation 
requiring this level of detail is APS 117 (Interest Rate 
Risk in the Banking Book or IRRBB) whereby 
banks are required to provide their overall Net 
Interest Income (NII) and Economic Value of Equity 
(EVE) across different stress scenarios stipulated by 
the regulator to represent various economic 
conditions. 
 
Moreover, the COVID-19 crisis has further 
emphasised the need for agile stress testing and 
scenario analysis. Banks need to model various 
scenarios including schemes introduced to 
temporarily defer loan repayments to help clients 
struggling to repay their loans. Scenario analysis is 
also necessary to project the potential future credit 
losses due to the ongoing negative impact to the 
economy.
 
Furthermore, COVID-19 has highlighted the need 
for the regulator to have timely access to data to 
quickly adjust policies and framework in response 
to economic challenges.
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The COVID-19 crisis 
further emphasised the 
need for agile stress 
testing and scenario 
analysis.

APRA's data strategy to collect granular data is 
initially required under the revised ARS 220 (Credit 
Exposures and Provisions). This reporting standard 
mandates ADIs to submit loan level information 
that can convey a complete and detailed picture of 
a bank’s credit risk exposure. The granular data 
submissions combine data elements from existing 
returns that cover credit risk such as APS 112 & 113 
(Standardised and IRB Approach to credit risk) and 
AASB 9 (Financial Instruments), and loan 
information and classi�cation from EFS (Economic 
and Financial Statistics). ARS 220 is just the 
beginning. APRA plans to roll out a similar data 
collection approach to a host of other returns 
including capital adequacy, liquidity, interest rate 
risk and EFS.  
 
This new approach to reporting will drive banks to 
look at their data with greater scrutiny enabling 
them to improve their ability to conduct in-depth 
analysis and plan for and mitigate potential future 
negative events.  
 
Although there will be signi�cant advantages to 
collecting granular data to enable deeper insights, 
banks will face major challenges around data 
quality and availability along with ampli�cation of 
reconciliation issues. An uplift of reporting 
processes to focus more on quality, consistency 
and completeness will have to be incorporated into 
existing operations. Granular data reporting also 
means a signi�cant increase in data volumes. 
Banks would need to account for the exponential 
growth in data stored and maintained for audit 
purpose.
 
Regulatory reporting is catching up with other 
industries in mining granular data to help with 
management and analytics. But requiring granular 
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At the height of the pandemic, APRA required 
banks to quickly provide ad-hoc returns 
containing detailed information on the status of 
banks' loan portfolio along with requiring certain 
returns to be submitted more frequently. So while 
Basel IV rules have introduced complexities in 
calculations, the recent trend in regulatory 
reporting, as highlighted by the demands during 
the COVID-19 pandemic, has required information 
to be submitted at greater speed, frequency, and 
variety.

Basel IV regulations have a direct impact on the 
way banks manage data as the new rules have 
higher expectations around data quality and 
transparency. 
 
CPG-235 (Managing Data Risk), which was released 
on the same year as BCBS 239 (BIS's Principles of 
Effective Risk Data Aggregation and Risk
Reporting), serves as a guideline for the regulated 
industry to treat data as an asset. It requires 
institutions to embed data management practices 
that inherently lead to improved data quality, 
processes, governance and controls. CPG 235 sets 
out to ensure that organisations are managing 
their data, and all risks associated with their data, 
throughout the data lifecycle, from capture to 
disposal.  

Data quality and consistency

Granular data reporting

In line with ensuring data quality and 
transparency, APRA's data strategy has shifted 
from form-based returns to granular source data 
submissions which increases the regulator's 
capability to conduct in-house analytics deriving 
more insights from data than what was previously 
possible.
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The Future of Regulatory Reporting

The regulations and trends discussed so far are the requirements known today, but what about 
future regulatory demands? The Bank of International Settlements (BIS) recently coined the term 
"green swan" to refer to the tail risks posed by climate change to �nancial stability. Bank of 
England has incorporated climate-risk into their regulation and stress testing requirements. 
 
Could Basel V soon be on the horizon incorporating climate-change stress testing and the lessons 
learnt from the COVID-19 pandemic? Basel IV was developed as a reaction to the impact of the 
2008 �nancial crisis. But as the world evolves and we survive more crises, it's guaranteed that new 
regulations will be introduced. 
 
Banks that are still reliant on manual spreadsheets, legacy applications and rigid, outdated 
infrastructure will have a dif�cult time keeping up as the requirements get more demanding and 
complex. IT leaders and architects should take the opportunity introduced by Basel IV to revisit 
their infrastructure and devise a strategy that future-proofs their organisation. Investing in a 
�exible, powerful, yet cost-ef�cient, architecture will set up the bank for success now and in the 
future.

On-demand reporting of 
regulatory capital levels, 
liquidity position, leverage, 
and P&L under a range of 
stressed scenarios is rapidly 
becoming the new normal 
for regulatory departments 
of a bank.

On-demand reporting

The more stable nature of the compliance 
reporting process is a thing of the past. Going 
forward, any regulatory measure will need to 
support the same requirements in speed and 
frequency as internal risk reporting. On-demand 
reporting of regulatory capital levels, liquidity 
position, leverage, and P&L under a range of 
stressed scenarios is rapidly becoming the new 
normal – for both regulatory and risk 
departments of a bank. 
 
Those renewed expectations should be part of a 
bank's strategic technology & innovation 
initiatives, keeping in mind the fast approaching 
Basel IV deadline.
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data as a reporting standard means banks are 
exposed to serious consequences for mistakes and 
non-compliance. Poor data quality, information 
gaps, and inconsistencies of reported values can 
result in sanctions and �nes. Banks will also need 
to deal with increased exposure to reputational risk 
given APRA’s plans to publish individual entity’s 
data in the public domain, exposing information 
that was formerly masked under aggregated 
report values to greater public scrutiny. 



We have seen an increase in adoption of advanced technologies in the bank's front end systems, largely designed to 
enhance consumer experience, improve ef�ciency, and increase competitive advantage. However, the middle and 
back-of�ce functions are yet to reap the bene�ts of the same type of technology. There are many areas within a bank 
that could be transformed with real-time processing of information and the use of an agile technology stack that can 
quickly adapt to changes – and Basel IV reporting and analytics is one of them. 
 
The diagram below summarises the major implications of Basel changes to the bank's IT and a sample of the latest 
technologies that can address these challenges. These technologies are discussed in detail in the following pages.

Requirement IT Implications Technology Considerations

IT Implications

Data quality and 
consistency

Data errors can 
lead to sanctions

APS 220 - Credit Risk 
Management
CPG 235 - Managing 
Data Risk

Measurable data quality
Data enrichment and reconciliation
Technical and business validation rules

Dual reporting 
system

Launch of APRA 
Connect

Maintain APRA 
Connect & D2A

Support conversion and validation 
for APRA Connect XML, Excel and 
D2A XML and XBRL
Reconcile across submissions

IT considerations for a Basel IV program

There are many areas within a bank that can 
be transformed with real-time processing and 
the use of an agile technology stack  – and 
Basel IV reporting and analytics is one of them. 
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Frequent 
regulatory 
changes

Ad-hoc COVID-19 
returns
Further Basel revisions

Reliance on IT 
for updates

Loosely coupled microservices for easy 
upgrades
Con�gurable and parameterisable 
solution

5

APS 112 - Credit Risk SA
APS 113 - Credit Risk 
IRB

Increased 
complexity

More data & 
logic needed for 
reports

Containerisation of microservices 
(�exible and permissive engine easy to 
deploy/upgrade)
Flexible and transparent integration

Increased calculation 
demands (stress 
testing, scenario 
analysis)

APS 117 - IRRBB
ARF 210.5 Intra Day 
Liquidity

Demand for speed & 
increased processing 
bandwidth

Data streaming technology
Parallel processing
Horizontal scalability through 
containerisation

Granular data 
reporting

ARS 220 - Credit 
Exposures & 
Provisions

Larger data 
volumes

Linearly & easily scalable solution
Hot/warm/cold data retention
Database and OS agnostic platform to 
keep cost low
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IT considerations for a Basel IV program

Banks require a system that remains performant and cost-effective despite an increase in data 
volume and enhanced complexity of calculations. Unlike vertical scaling, where more hardware 
is added to increase system’s capacity, horizontal scaling expands the application’s capability 
by adding more instances. This is the more cost-effective approach as many small (and 
cheaper) machines and/or CPUs can be utilized, rather than having to invest in larger disk and 
memory that can result in exponentially higher cost.

Linearly & Easily Scalable Application

Fast Data Streaming Technology
Streaming technology moves away from batch transfers and central database-based processing 
to event-based data updates feeding multiple databases that are interconnected through 
orchestration engines. This technology, originally developed for social media and video 
streaming, can be applied in the banking world to transform slow end-of-day and T+1 process 
into near real-time processes. 

Classifying data based on how critical the information is and how frequently it will be accessed 
will be necessary to apply a cost ef�cient storage mechanism for growing data volumes. 
Typically, hot data is accessed more frequently, thus require the fastest and most expensive 
storage, while cold data that is accessed less frequently, can be stored on slower and, 
consequently, less expensive media.

Hot/Warm/Cold Data 

Flexible Data Integration
The increase of volume and variety of data required in Basel IV and the latest regulatory 
requirements mean banks need to tap into more sources of information. Not all information is 
neatly available in traditional sources like the bank's data warehouses and core banking. A 
solution that offers �exible and automated means of connecting and acquiring data from 
various sources will be instrumental in establishing an ef�cient data collection process. 
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IT leaders and architects 
should take the opportunity 
introduced by  Basel IV  to 
revisit their infrastructure and 
devise a strategy that future-
proofs their organisation. 

6

Containerisation of Microservices
A microservices architecture puts each element of functionality into a separate service and 
scales by distributing these services across servers, replicating when needed. This lends itself to 
a highly adaptable solution; changes can be made to speci�c engines in isolation and delivered 
without major releases resulting in an ability to quickly adapt to changing regulation and 
business demands.



Monetary costs will be incurred to build, implement, 
�x bugs, upgrade, and maintain a solution - costs 
can be unpredictable.  Opportunity cost should be 
factored in as resources could be deployed to other 
work that contribute to the bank's core business.

BUY

RISK

Monetary costs are in the form of license, 
maintenance, and implementation services. Costs 
are usually �xed and known upfront. Implementing 
the solution is temporary. Resources can be diverted 
back to core business once a project is complete.

BUILD

COST

CAPABILITY

CONTROL

RISK

Data, regulatory, and technical experts are required 
to interpret regulation and develop a solution. A 
maintenance team needs to be established to keep 
platform running, �x bugs, upgrade solution, and 
adjust to new requirements.

Deep domain expertise is not necessary as most 
solutions are pre-built. Resources are primarily 
needed for solution implementation (data 
gathering, testing). Vendors can also provide 
solution maintenance and an upgrade path for new 
regulations as part of their service.

Building a solution is ideal if solving for a problem 
that is unique to the institution and in line with core 
business as it provides complete control.
100% control = 100% responsibility to maintain.

Regulatory reporting requirements are standard 
across banks. Vendor solutions already cover most, if 
not all, of the requirements. Key vendor 
differentiators revolve around product's unique 
value-added features.

Reliance on a few experts to develop and maintain 
the application exposes the organisation to key-
person risk. The unpredictable nature of developing 
from scratch also poses a higher chance of missed 
regulatory deadlines.

Vendors are contractually obligated to provide 
support and maintenance. Implementation times 
are standard and tested in other client sites. 
Extensive proof of concept (POC) workshops are 
typically organised for vendors to prove their 
solution's capability before a purchase.

A gap analysis should be conducted to assess the impact of the Basel 
requirements to existing data sources, processes and infrastructure. 
From here, key stakeholders would have to develop a target IT 
architecture and assess how to bridge the gap between the current state 
and the future state. 

Banks should assess whether building or buying a solution to address 
these gaps would be the most strategic yet cost effective approach. The 
decision to build versus buy can be fairly complex. Highlighted below are 
some of the key factors to consider in evaluating the best approach.

Moving forward

The Basel IV rules are the long-awaited second-phase revisions of the existing Basel III regulation. Unlike the 
previous revisions to Basel III, Basel IV is a fundamental overhaul and touches all aspects of the Basel 
framework. 

The impact on the way banks manage their portfolio will be signi�cant but so will the impact on data, 
processes and infrastructure. Banks should take this opportunity to strategise on how best to take advantage 
of the latest advancement in technology not only to help the bank comply, but also gain more insights from 
their data, react quicker to changing regulatory and economic conditions, and ultimately gain competitive 
advantage ensuring business survival and longevity. 

Conclusion

A manual, quick-�x solution for regulatory compliance 
will no longer be suf�cient. Banks who take the 
opportunity to proactively plan for a sustainable, 
future-proof approach will come out ahead.
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Connect with us

RegCentric is a consulting company which specialises in transformation programs and initiatives that focus 
on Data Governance, Analytics, Reporting, Finance and Risk in the Australian �nancial services industry. The 
RegCentric team consists of highly experienced data, technology and regulatory specialists, who are 
passionate about assisting Australian organisations to ensure regulatory compliance, to improve their 
operational ef�ciency, and to device strategy to uplift overall performance improvement and growth. We 
differentiate ourselves by combining deep domain expertise with technical know-how and a hands-on 
approach.
 
RegCentric delivers innovative services and solutions that leverage the latest advances in technology to 
increase ef�ciency, provide insights and ensure regulatory compliance for our clients. Our growing client 
base relies on our deep domain expertise and technology know-how to support the design and 
implementation of �t-for-purpose governance and operating models that drive operational ef�ciencies and 
insights.

About RegCentric

E: info@regcentric.com

T: 02 8091 7187

W: www.regcentric.com

A: Level 24, Three International Towers300, Barangaroo Ave Sydney, NSW 2000

A: One One One Eagle Street, Level 54, Brisbane, QLD 4000

For more information on how to manage the impact of Basel IV and other regulatory changes please call 
us at 02 8091 7187, email info@regcentric.com or visit www.regcentric.com.
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